Desktop Security Checklist
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Desktop Security Checklist

Users are not sharing their passwords

Auto-lock feature is enabled and set to activate after no more than

20 minutesof idle time. A password is required to resume activity
once the autelock feature has activated (only exception is kiosks).
Users should manually lock th@omputers when left unattended if

it is visible to or accessible by anyone other than the authorized user.
The university approved management policy framework is installed
(currently this is System Center Endpoint protection) to manage
antivirus and antispyware software.

Anti-virus software is kept updated with the latest DAT files and
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https://www.weber.edu/iso/exceptionrequestform.html?ticket=ST-1188153-2PbdA5PIWmk9yaV3JPtK-cas
https://www.weber.edu/iso/exceptionrequestform.html?ticket=ST-1188153-2PbdA5PIWmk9yaV3JPtK-cas
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